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Abstract—Cisco stated that in 2020 there would be 50 billion
smart objects connected to the Internet. This adoption rate
of digital infrastructure is five times faster than that of the
electricity and telephony. The Internet of Things (IoT) or the
Internet of Everything (IoE) goes even further beyond, not only
it is affecting the way of exchanging data but also touching
the physical lives. IoT comprises three things i.e., information
technology, operational technology, and smart objects. On the
other side, security challenges of an end to end device com-
munication need to be addressed i.e., compliance & regulation,
protocols, remediation, impact & risk, threat diversity, and
new application. This research demonstrates the impacts & the
risks along with the threat diversities of IoT. This research
also provides proof of concepts of a security infrastructure for
an end to end communication among the devices. Moreover,
this research proposes and implements lightweight post-quantum
cryptography in Raspberry Pi3 B+ end to end communication.
The results suggest some critical points that should be considered
for the future development of smart homes, smart factories, smart
cities, smart health, etc.

Index Terms—IoT, protocol, sensor nodes, secured communi-
cation, vulnerability.

I. INTRODUCTION

The Internet of Everything (IoE) connects the unconnected
to create business value e.g., people, data, process, and things
[1]. Physical devices and things connected to the Internet
and each other for intelligent decision making are also called
the Internet of Things (IoT). Thus, IoT transforms data into
experiences i.e., critical data information over the public
networks, big data, etc. In IoT, data information security over
the Internet should be addressed carefully because nowadays
there are around 50 billion smart objects that have already
been connected. Moreover, security engineers or developers
should consider that the [oT devices have small resources and
limited computation before developing their secure end to end
communication.

Many directions of research and methods to overcome the
IoT security issues have been proposed from different aspects.
Initiated with the survey by [2] about the implementations
of lattice-based cryptography on hardware and the survey
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by [3] about lattice-based public-key cryptosystem for IoT
environment, the end-to-end network communication needs
to be observed thoroughly. Some other researchers proposed
the implementation of lattice-based cryptography e.g., smart
card [4]], 32-bit ARM Cortex-M4F [35]], Xilinx Zynq-7000 [6],
8-bit AVR Processors [7], and CC2538 microcontroller [8].
However, they have not specifically mentioned the network
topology that was used. Embarking with this preliminary
literature, this research provides several state-of-the-art im-
plementations of lattice-based cryptography for end-to-end
communication.
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Figure. 1: Conventional IoT topology using MQTT [9]

The implementation of the IoT system normally consists
of wireless sensors as the publisher, access point (AP) as
connected point, Internet, and server as subscriber/cloud (as
depicted in Fig. [T). This research was conducted by using three
Raspberry Pi3 B+ (RPi), one AP, and one server enabled with
HTTPS service. It assumed that two devices were registered
as IoT devices and one device acted as an unregistered
IoT device. From a particular point of view, the adversary
might invade into the local network if the IoT system uses
the default configuration even when the MQTT protocol is
enabled. The IoT system should ban unregistered devices.
Further explanation will be provided in the next sections.



The contributions of this research are as follows:

1) Presenting the vulnerability in existing IoT protocol
communication between publisher and subscriber.

2) Proposing a secure communication protocol by using
NTRU encryption to ensure that the unregistered IoT
devices can not connect.

3) Comparing the proposed protocol with AES, Fernet and
RSA encryption.

4) Presenting guidance for secure end to end communi-
cation among IoT devices by considering that smart
homes, smart factories, smart cities, smart health, or etc.,
are managing and exchanging critical messages.

The § [[Il reviews existing works specifically in the practi-
cal implementation of IoT security while § explains the
proposed lightweight NTRU public-key encryption for IoT
devices. Then, the specific aspect of unsecure and secure
experiments are described in § Finally, § gives the
conclusions and future recommendations of this research.

II. RELATED WORKS

Poppelmann reviewed the implementations of Ring-LWE
encryption and Bimodal Lattice Signature Scheme (BLISS) on
an 8-bit Atmel ATxmegal28 microcontroller [10]. All public
and private keys were presumed to be stored in the flash of
the microcontroller. Despite the reviews provided about the
previous implementations of NTT and the improved approach
that can significantly lower the runtime for polynomial multi-
plication, it has not been tested in a real network environment
yet. The results showed that the implementation of Ring-LWE
e.g., encryption takes 27 ms for the encryption and 6.7 ms for
the decryption.

Buchmann et al. showed the practical potential of replac-
ing the Gaussian noise distribution in the Ring-LWE based
encryption scheme with a binary distribution (R-BinLWEenc)
[11]. Due to the simple structure of R-BinLWEEnc, it is well
suited for implementation on embedded devices. In C imple-
mentation, their scheme could enable public-key encryption
even on very small and low-cost 8-bit (ATXmegal28) and 32-
bit (Cortex-M0) microcontrollers. However, the method has
been implemented only in memory level, and not yet in the
real case network implementation.

Guillen et al. analyzed the feasibility of employing the
NTRU encryption scheme in resource-constrained devices
such as those used for IoT endpoints [12]. They described
four different NTRU encryption implementations on an ARM
Cortex M0-based microcontroller, compared their results, and
showed that NTRU encryption was suitable for use in battery-
operated devices. However, they only implemented on the
Infineon XMC1100 ARM Cortex-M0O 32-bit microcontroller
and didn’t conduct in the real network implementation.

To achieve efficient leveled authentication, Liu et al. pro-
posed a lightweight public-key encryption scheme that can
produce very short ciphertexts without sacrificing its security
[13]. They used Learning With Secretly Scaled Errors in Dense
Lattice (referred to as Compact-LWE) problem on a small [oT
device with an 8MHZ MSP430 16-bit processor and 10KB

RAM. Even though they conducted the experiment with the
802.15.4 and 6LoWPAN protocols the authentication results
still need to be developed i.e., 640ms (for the first level
authentication), 8373ms (for the 16th level authentication).
Again, this implementation didn’t state clearly about the
network topology.

Liu et al. studied the efficient techniques of lattice-based
cryptography on the processors and presented the first im-
plementation of ring-LWE encryption on ARM NEON and
MSP430 architectures [14]. For ARM NEON architecture,
a vectorized version of Iterative Number Theoretic Trans-
form (NTT) was proposed for the high-speed computation
of polynomial multiplication. While in MSP430 architecture,
the study recommended an optimized SWAMS2 reduction
technique consists of five different basic operations, including
shifting, swapping, addition, as well as two multiplication-
subtractions.

Xu summarized the advantages of lattice-based cryptog-
raphy and the state-of-the-art implementations for IoT de-
vices [15]. The study implemented lattice-based cryptog-
raphy on FPGAs e.g., VO6LX75T(128bit), S6LX9(128bit),
S6L.X25(128bit), and S6L.X9(80bit). The results showed that
lattice-based cryptography is practical even for resource-
constrained devices. Regarding the computational speed,
lattice-based cryptography is faster than traditional public-
key cryptography such as RSA or even ECC. Nonetheless,
in practice, lattice-based cryptography needs more network
communication costs and consumes more resources.

Khalid et at. surveyed the practicality of deployment of
Lattice-based Cryptography (LBC) [16]]. In this context, the
state-of-the-art LBC implementations on the constrained de-
vices (including low-power FPGAs and embedded micropro-
cessors), leading in terms of low-power footprint, small area,
compact bandwidth requirements and high performance is
fairly evaluated, and bench-marked. These implementations
have been optimized in assembly using techniques specific
to Cortex-M4. However, this implementation just on the local
network, it should consider in the real internetworking imple-
mentation.

III. PROPOSED DESIGN

Fig.[T]in[l], shows the deployment of conventional MQTT
implementation for IoT topology or called as unsecured trans-
action method [9]. Most of the simulation and evaluation of
MQTT just gave the assurance on the protocol level from
sensor nodes to the MQTT broker. But from the adversary’s
point of view (i.e., unregistered sensor nodes), the data sensor
over the web-socket still can be diagnosed with plain text.
Based on the preliminary research, Shor’s algorithm was
proposed to be used in quantum computing [17] and, to ad-
dress this proposition, this research suggests lightweight post-
quantum cryptography between publishers and subscribers to
prevent the unregistered sensor nodes in IoT environments.
The proposed IoT topology for securing and end to end
communication from sensor nodes to the cloud or called a
secured transaction method is illustrated in Fig.
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Figure. 2: Proposed secure transaction IoT topology

A. Unsecured Transaction

The implementation used MQTT protocol which is an ISO
standard for a lightweight publish-subscribe network protocol.
The MQTT is established with two network objects e.g., mes-
sage brokers or subscribers, and several clients or publishers.
Three RPi IoT end devices opted as representatives of Cortex-
AS53 (ARMVvS) 64-bit SoC and this scenario used a real testbed
for smart home as a representative of IoT systems. The end
to end communication between publisher and subscriber by
using the Internet was conducted for this vulnerability test.

B. Secured Transaction

In consideration of vulnerability issue and post-quantum
computing, this research encourages the implementation of
lightweight post-quantum cryptography i.e., NTRU for the
communication between publisher and subscriber. Beginning
with the outstanding research from [18]], NTRU can be imple-
mented in various computer systems. The proposed design not
only implements the encryption in RPi devices but also con-
siders the security in IoT system. This research also presents
algorithms for the encryption and the decryption. Algorithm T]
illustrates the encryption in the publisher’s side when sending
the message. While Algorithm [2] illustrates the decryption
in the subscriber’s side when receiving the message.

IV. SECURITY ANALYSIS

TABLE I: Plaintext specification for AES-128, Fernet-128,
RSA-2048, RSA-7680, NTRU-401, NTRU-593.

File Name Size (bytes) Plain String

plain_O1.txt 1 8
plain_02.txt 2 72
plain_03.txt 3 556
plain_04.txt 4 1362
plain_05.txt 5 31513

Algorithm 1 IoT Encryption for the Publisher

. INITIALISE message;

. INITIALISE publisher_ID;

. INITIALISE ciphertext_array;

: Function: cryptosystem (message,key)

NTRU

: Function: MQTT (ciphertext_array)

: while true do
Ciphertext = base64(concatenate(ciphertext_array))
final_data = concatenate(publisher_ID + splitter + Ciphertext)
CALL < MQTT(final_data)

end while

SwWN —

> AES, Fernet, RSA or

SO XIDN

Algorithm 2 IoT Decryption for the Subscriber

. INITIALISE ciphertext_array = MQTT();
2: INITIALISE plain_array;
3: Function: cryptosystem_decryption(ciphertext)

—_

> AES, Fernet,

RSA or NTRU

4: while true do

5: plain_array = cryptosystem_decryption (base64 (cipher-
text_array))

6: if plain_array != "ERROR": then

7: Store_data(plain_array)

8: else

9: Record_Error(Device_ID)

10: end if

11: end while

A. Observation on Unsecured Transaction

The important attributes for this topology are message type
(publisher and subscriber), QoS level, message length, topic
length, topic type, and message. This implementation focuses
more on the message itself by considering the Kerckhoffs’
principle [[19]. For an example, the plaintext from the data
that was sent from the registered RPi is "Current Temp,
30C" as explained in Table [l Even when the MQTT is
enabled, the message still can be revoked as a plaintext. This
proof should be addressed to overcome the eavesdropping by
unregistered RPi in public networks as can be seen in Fig. [3]

Destination Protocol  Length Info

4 8.493860817  192.168.9.117 192.168.0.108 MQTT 8@ Connect Command
5 §.499085977 192.168.8.117 192.168.0.108 MQTT 84 Publish Message [House/Temp]
10 52.134308443 192.168.8.117 192.168.0.108 MQTT 8@ Connect Command

‘ 11 52.139042132 192.168.8.117 192.168.0.108 MQTT 98 Publish Message [House/Temp]
37 167.723701493 192.168.8.117 192.168.0.108 HQTT 8@ Connect Command
44 196.409857243 192.168.0.117 192.168.0.108 HQTT 8@ Connect Command
46 196.433371159 192.168.0.117 192.168.0.108 HQTT 826 Publish Message [House/Temp]
58 257.947474261 192.168.8.117 192.168.0.108 HQTT 8@ Connect Command
62 257.996219346 192.168.8.117 192.168.0.108 HQTT 162 Publish Message [House/Temp]
66 281.823396309 192.168.8.117 192.168.0.108 HQTT 8@ Connect Command
69 281.885421651 192.168.8.117 192.168.0.108 HOTT 1616 Publish Message [House/Temp]

Frame 11: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface ®
Ethernet II, Src: Raspberr_63:91:e7 (bB:27:eb:63:91:e7), Dst: LiteonTe 8e:dd:7b (98:22:ef:Be:dd:7b)
Internet Protocol Version 4, Src: 192.168.8.117, Dst: 192.168.8.108
Transmission Control Protocel, Src Port: 53427, Dst Port: 1883, Seq: 15, Ack: 1, Len: 32
~ MQ Telemetry Transport Protocol, Publish Message
Header Flags: @x30, Message Type: Publish Message, QoS Level: At most once delivery (Fire and Forget)
Msg Len: 38
Topic Length: 10
Topic: House/Temp
Message: 43757272656e742054656d702c2033302043
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Figure. 3: Analyzing for the conventional topology
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B. Observation on Secured Transaction

This implementation used algorithm [I] and 2] and was
recorded. Fig. ] shows that NTRU encryption was successfully
established and proved to be more secure in the message
part. The message was strongly encrypted for the scenarios.
This preliminary development of the proposed design works
properly for a maximum of 5 bytes ASCII character. The
message with longer character will be considered as future
research recommendation. Even when the data length is 822
bytes, which is around 8 times bigger than the conventional
topology, the RPi processor still can overcome the time
consumption. Other comparisons will be discussed in the next
section.

No. Time Source Destination Protocol  Length Info

26876 114.361899513 192.168.6.117 192.168.9.108 mQTT 80 Connect Command

26872 114.381382726 192.168.6.108 192.168.8.117 mQTT 7@ Connect Ack

26885 114.321020667 192.168.6.117 192.168.9.108 mQTT 3830 Publish Message [House/Temp
28319 308.632142747 192.168.6.117 192.168.9.108 mQTT 8@ Connect Command

28321 308.632391691 192.168.6.108 192.168.9.117 QT 7@ Connect Ack

28328 308.637203951 192.168.8.117 192.165.9.105 QT 822 Publish Message [House/Temp]
28674 338.363@90053 192.168.6.117 192.163.9.103 MOTT 8@ Connect Command

28676 338.363288255 192.168.0.108 192.168.0.117 MQTT 70 Connect Ack

28699 338.396201450 192.168.0.117 192.168.9.108 MQTT 2346 Publish Message [House/Temp
29552 626.98163993@ 192.168.6.117 192.168.8.108 mQTT 80 Connect Command

29554 626.981889201 192.168.6.108 192.168.8.117 mQTT 7@ Connect Ack

Frame 28328: 822 bytes on wire (6576 bits), 822 bytes captured (6576 bits) on interface @
Ethernet II, Src: Raspberr_63:91:e7 (b8:27:eb:63:91:e7), Dst: LiteonTe_8e:d4:7b (98:22:ef:8e:dd:7b)
Internet Protocol Version 4, Src: 192.168.8.117, Dst: 192.168.8.108
Transmission Control Protocel, Src Port: 43719, Dst Port: 1883, Seq: 15, Ack: 1, Len: 756
v MQ Telemetry Transport Protocol, Publish Message
Header Flags: @x3@, Message Type: Publish Message, QoS Level: At most once delivery (Fire and Forget)
Msg Len: 753
Topic Length: 18
Topic: House/Temp
Message: 4e696e6f263447554C506664457a726b576a6c6d35625a47...
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Figure. 4: Analyzing for the secured topology

TABLE II: Key Specification

Encryption Role File Name Size (bytes)
AES-128 Private Key aes128.key 16
Fernet-128 [20]  Private Key fernet128 key 16
RSA-2048 Public Key = RSA2048_priv.pem 1678
Private Key =~ RSA2048_pub.pem 450
RSA-7680 Public Key  RSA7680_priv.pem 5972
Private Key =~ RSA7680_pub.pem 1404
NTRU-401 Public Key ntru-key.raw 557
Private Key ntru-pubkey.raw 607
NTRU-593 Public Key ntru-key.raw 821
Private Key ntru-pubkey.raw 891

C. Discussion of Experiment

The proposed design was verified by evaluating the existing
benchmark encryption techniques e.g., AES-128, Fernet-128,
RSA-2048, RSA-7680, NTRU-401, and NTRU-593. The de-
tailed key specifications for those encryption algorithms are
explained in Table Il The performance evaluation for those
encryption algorithms is calculated by using the encryption
time (as shown in Table ) and the decryption time (as
shown in Table [[V). For asymmetric encryption, the results
showed that NTRU-401 and NTRU-593 outperform the ex-
isting encryption (RSA-2048 and RSA-7680). Contrary to

the asymmetric encryption, AES has optimal encryption and
decryption time. Considering the post-quantum computing,
this research recommends adopting the NTRU encryption for
general IoT systems. Even though AES-128 has the smallest
encryption and decryption time, NTRU still has an acceptable
delay (< 100ms) i.e., 1.321ms.
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F
10! . ernet 128
- + RSA 2048
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Figure. 5: Encryption Time
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Figure. 6: Decryption Time

V. CONCLUSIONS AND FURTHER RESEARCH

This research was well-implemented and tested for the
AES-128, Fernet-128, RSA-2048, RSA-7680, NTRU-401, and
NTRU-593 respectively. This research also presents the algo-
rithm of the proposed design i.e., NTRU-IoT encryption for
the publisher and NTRU-IoT decryption for the subscriber.
The comparisons between the encryption algorithms show that
Lattice-based cryptography (i.e., NTRU encryption) can be
efficiently implemented for securing an end to end commu-
nication in any IoT systems. Further security analysis might
need to be considered e.g., different attack scenarios, differ-
ent positions of adversary during sniffing, different character
lengths of the message. Furthermore, future research also
needs to magnify the differences between IoT device vendors
e.g., NodeMCU, LoRA, APC 220 Radio, Arduino UNO, etc.



TABLE III: Encryption time (in ms) between publisher and subscriber

Plaintext (bytes) AES-128  Fernet-128 [20] RSA-2048 RSA-7680 NTRU-401 NTRU-593
1 0.227 2.359 8.271 25.668 0.774 1.317
2 0.189 1.481 2.895 25.673 0.773 1.318
3 0.195 1.477 2918 25.676 0.771 1.318
4 0.192 1.468 2.853 25.655 0.774 1.321
5 0.203 1.472 2.872 25.675 0.773 1.320

TABLE IV: Decryption time (in

ms) between publisher and subscriber

Plaintext (bytes) AES-128  Fernet-128 [20] RSA-2048 RSA-7680 NTRU-401 NTRU-593
1 0.111 2.189 38.828 1147.327 2.847 4.264
2 0.086 0.989 34.879 1150.524 3.322 4.614
3 0.087 1.032 32.893 1148.847 2.938 4.488
4 0.088 0.987 32.789 1151.937 3.087 4.554
5 0.162 1.014 33.332 1146.695 2.851 3.714
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